
Trust us. We can relieve your network security concerns with  
a comprehensive Unified Threat Management solution. 

Managed Security:  
Managed UTM 
Premium

Viruses, hackers, spyware, Trojan horses, worms and blended attacks: security  
threats of all types are becoming both more numerous and sophisticated with  
every passing day. Protecting your networks, systems and users from a multitude  
of different attacks has never been as difficult, as costly or as time-consuming.  
Telstra International can minimise your Internet security concerns by providing  
a fully managed Unified Threat Management (UTM) solution. 

Benefits:

Comprehensive protection 

Telstra supplies and manages industry-leading UTM security products. These devices are firewalls that 
provide comprehensive perimeter protection against all known threats in just one appliance, greatly 
simplifying the network environment. They include a web application firewall, intrusion prevention  
and detection, anti-virus, anti-spyware, protocol security and worm shields. 

Service management around the clock

Working with a leading global provider of IT security services - Integralis, Telstra proactively monitors and 
manages the performance of each customer’s UTM device remotely, 24 hours a day, 365 days a year. In 
addition, a team of security experts is alert to new vulnerabilities and updates the UTM devices with new 
signatures, firmware and security patches on an ongoing basis. As a result, businesses can be confident 
that they have the very best protection at all times. 

Meaningful management information 

Utilising industry-leading security event management technology, Telstra collates details of security  
events that occur and analyses them against pre-determined rules and security best practices. It then  
alerts organisations to any serious issues, without bombarding them with large volumes of data 
unnecessarily. Telstra provides detailed and customisable reports, including access to tables, graphs  
and charts on device performance. 

Rapid, customised deployment

Telstra quickly secures the networks of new customers, by handling all of the required configuration and 
customisation. We will work with your IT team to help you produce your own, unique security policy to 
govern the UTM device. You can easily update your security policy – an unlimited number of times – to 
ensure that the changing needs of your business are met in full. 
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Product overview

Features summary:

 	 �Industry best-practices for IT security 
Delivered by Telstra in partnership with Integralis, a leading global provider of IT security services.

 	 Quick and easy installation
Saves time for customers as all security devices are supplied pre-configured to meet individual requirements 
Security devices can be located either at a customer site or in a Telstra Hosting Centre.

 	 24/7 remote network security monitoring 
	 Enables customers to maximise their protection against attacks.

 	 Online customer portal 
	 Provides detailed and customisable reports, including access to tables, graphs and charts on device performance.

 	 Rigorous service level agreements 
	� Provides guarantees for service availability, fault repair and hardware replacement.

 	 Secure VPN connectivity 
	 Allows businesses to establish secure virtual private networks over the Internet. 

 	 Resilient service options 
	 Allows the deployment of High Availability (HA) firewalls in pairs to ensure a resilient service.

A choice of security services 

Telstra’s Managed UTM Premium service is one of four managed security solutions offered by Telstra in partnership with 
Integralis. For more information and a quotation based on your requirements, please contact the Telstra sales team. 

Feature Managed Classic  
Firewall

Managed Enhanced 
Firewall 

Managed UTM  
Premium

Managed Enterprise 
Security

Fully managed service and 24/7 availability 4 4 4 4

Health monitoring, alerting, escalation 4 4 4 4

System configuration backup 4 4 4 4

Web-based customer portal and reporting 4 4 4 4

Firewall/SSL VPN 4 4 4 4

Intrusion prevention 4 4 4

Web/email security 4 4

Extended availability and vulnerability monitoring 4 4 4

Security event monitoring and analysis 4 4 4

Security alerting and escalation 4 4 4

Remote management 4 4

Remote system rebuilds 4 4

Deployment Single appliance Single appliance UTM appliance Bespoke
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